NudopmanuonHas naMATKa VI 00y4aOIMIUXCH

C KaXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTHCA 6OJ'IBLHC, da IIKOJIbHUKHNW OAHH H3
caMbIX aKTHBHBIX IMOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIpOMHOTO KOJMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Ge30macHo
HAaXOJHUTHCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblii  BUPYC — 3TO  pa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IPOTPaMM,
OTJIMYUTENFHOW OCOOCHHOCTBIO KOTOPOHM SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WJIM MOJHOCTBIO YHHYTOXUTH Bce (ailiibl u
JlaHHbIE, MOJKOHTPOJIbHBIE I0JIB30BATEN0, OT UMEHM KOTOpPOro Obula 3amylleHa 3apakEHHas
nporpaMma, a TakKe MOBPEIUTbh WIM Jake€ YHUUYTOXXUTh ONEPALMOHHYI0 CHUCTEMY CO BCEMHU
daiinamu B 1iesioM. B GobIIMHCTBE CilyyaeB pacpoCTPaHSIIOTCA BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTpamM:

1. Hcnonb3yit cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMbI, UMEIOLUE CEphE3HBIN YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrosiHHO ycTaHaBiaMBai nauTd (UM(pPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHUECKU
YCTAHABIIMBAIOTCS C LENbI0 JOPAaOTKU MPOrpaMMbl) U JApyrue OOHOBIEHUS CBOEH
ornepaunoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OPUIMANIBHOTO caiiTa pa3paboT4ynKa
OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUSI, BKIIFOUH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE I10J] ITpaBaMU IOJIb30BaTElIsA, a HE aJIMUHUCTPATOPA.
OTO HEe MO3BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HHCTAIJIMPOBATHCS Ha
TBOEM MEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnonw3yil aHTUBHUPYCHBIE TPOrPaMMHBIE MTPOIYKThI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuub GpU3NYECKHU T0CTYN K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENN HH(POPMAIUK, TaKue Kak (iemka, 1ucK win (ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBaii KOMIbIOTEpHBIE (haillibl, MOJyYEeHHbIE M3 HEHAAEKHBIX HUCTOUYHUKOB.
Haxxe Te aiinbl, KOTOpble Mpucial TBOM 3HaKOMbIM. Jlyumie yrouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.
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Cemu WI-FI

Wi-Fi - aTo He BUI Hiepeiau TaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIbL OpeH, Mapka. Eme
B 1991 rony Humepnanjackas kommanus 3apeructpupoBana openn «WECAy, uro o6o3Hauyano
cioBocouetanue «Wireless Fidelity», KoTOpbIif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHM JoluIa Japyras a0OpeBuarypa, KOTOpas SIBISETCS TaKOW ke
TexHoyioruei. 3to abopeBuarypa «Wi-Fi». Takoe HazBaHue ObUTO JaHO C HAMEKOM Ha CTaHAAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

I[a, OcCIIIaTHBIN HUHTCPHET-AOCTYII B Ka(be, OTCJIX U asponopTax ABJIACTCA OTJIMYHOM
BO3MOXHOCTBIO BbIXOJia B UHTCPHCT. Ho mHoOTHE SKCICPThI CUUTAKOT, YTO 06HIeJIOCTyHHBIe Wi-

Fi cetu He saBnsAroTCS OE30II1aCHBIMMU.

Cogertsl 10 Oe3omacHoCTH paboTre B 00mmea0cTynHbIX ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyto uH(popMaimio uepe3 odbmienocrymubie Wi-Fi cern.
Paborast B HHX, )KenaTeabHO HE BBOJIUTH MAPOJIM JOCTYyMNA, JOTMHBI M Kakue-TO
HOMEPA;

Hcnonb3yit 1 0OHOBIIANH aHTUBUPYCHBIE NPOrpaMMbl M Opanamayep. Tem caMbIM Thl
obe3omacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnons3zoBanuu Wi-Fi otkimoun ¢yHkmuto «OO0mmii goctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKphiTa [0 YMOJYaHHUIO, OIHAKO HEKOTOpHIE
I10JIb30BaTEIM aKTUBUPYIOT €€ AJ1s yA00CTBa HCIOJIb30BaHus B paboTe miu yueoe;

He ucnone3yit nyOnuunsiii WI-FI anst mepenayn JTUYHBIX JaHHBIX, HapuUMep s
BBIX0/1a B COLIMAJIbHBIE CETH UJIM B 3JIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[lopkmouenne k- Wi-Fi
aBTOMaTHuyeckn». He nomyckail aBTOMaTHYECKOTO MOJIKIOUYEHHUS! YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly H3Hb, MHOTHE JIOAM PabOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMAp] Y€IOBEK, UYTO SBISETCA OJHOU
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJI€ HE 00513aTeNBHO ¢ OJaruMu HaMepEeHHUSIMH.

OCHOBHBIC COBETHI 10 OC30IIACHOCTH B COIHUAJIbHBIX CCTAX:

1.

2.

Orpanuub Ccnucok apyseid. Y TeOss B ApPY3bAX HE JODKHO OBITh CIYYallHBIX U
HE3HAKOMBIX JIFOJICH;

3amumiail cBO 4YacTHYIO kH3Hb. He ykasbiBail mapomnu, TeiaedoHBI, aapeca, IaTy
TBOETO POXIEHUSA M JPYryl0 JUYHYI0 HHPOPMALMIO. 3JIOYMBIIIJIEHHUKH MOTYT
UCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
MPOBECTU KAHUKYJIBI;

3amuimiai CBOI penyTaiuio - IepKH €€ B YUCTOTE U 3a/7aBail cebe BOMpOC: XOTel Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO Thl 3arpyxaemib? [logymaii, mpexie
9YeM YTO-TO OMYyOJIMKOBATh, HAUCATh U 3aTrPY3UTh;

Ecau TeI TOBOpHIIB € JIIOJBMH, KOTOPBIX HE 3HACIlb, HE MCIIONB3YH CBOE peajbHOE
UMs U JIpYTYI0 JTUYHYI0 WHGOpMAIMU: HMS, MECTO XKUTEIbCTBA, MECTO Y4eObl U
npouee;

N3zberaii pazmemenus ¢otorpaduii B TuTepHeTe, Tie Thl n300pakeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJIETUTH TBOE MECTOIOJIOKEHNUE;

[Ipu peructparuu B COIMAIBLHON CETH HEOOXOAUMO UCTIOIB30BaTh CIOXKHBIE MTAPOIIH,
cocrosime u3 OyKB U UPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

Jljis counanbHOM CeTH, MOUTHI U JPYTUX CAWNTOB HEOOXOIMMO UCHOIB30BaTh pa3HbIE
naposid. Torga ecnu Te€0s B3IOMAIOT, TO 3JIOYMBIIUICHHUKH MOYYaT TOCTYI TOJBKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JACHBI'M — OTO OYCHb y,Z[O6HLII>'I CII0co0 nnaTen(eﬁ, OHAaKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

QHGKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HE€IAaBHO W HMCHHO H3-3a 3TOI'0O BO MHOI'MX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO PO HUX B 3aKOHAX.
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B Poccun sxe onn QyHKIHOHUPYIOT M O HUX YK€ MPOIUCAHO B 3aKOHE, TJIe UX Pa3AesisioT
Ha HECKOJIbKO BUJIOB — AHOHMMHbBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs HPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAUHU I[OJb30BaTeNs, a B
HEAaHOHWMHBIX UACHTU(DUKAIINH [TOJIB30BATENIS SBISICTCS 00s13aTEIBHOM.

Taxoke cienyer pa3nnyarh 3JIEKTPOHHBIC (pUaTHBIE AEHBIH (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K c4eTy MOOMIIBHBINA TenedoH. DTO camblii yIOOHBIH U OBICTPHINA CIIOCOO
BOCCTAHOBUTh JAOCTYN K cueTy. IlpuBs3aHHbI TenedoH MOMOXET, eciau 3al0ynelb
CBOU IUIATEKHBIN MapoJib WK 3aiJE1Ib HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopaszoBele mapoiu. Ilociie mepexoja Ha yCHJIEHHYIO aBTOPH3AIUIO
Tebe yxKe He OyIeT yrpoKaTh ONACHOCTh KPaky MITM TepeXBaTa IIaTeKHOTO MapoIis;

3. Bribepu cnoxublii napoisib. IlpecTynmHukam OyaeT He MPOCTO yrajaTh CIOXKHBIN
napoib. HaznexHble mapoaum — 3To MapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbBIE U MPOMUCHBIE OYKBBI, HUGPHI U HECKOJIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMLATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

DJEeKTPOHHAs M0YTa — 3TO TEXHOJIOTUS U IIPEOCTaBIIEMBbIE €10 YCIYTH IO MePEChIIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SIIMK  BBIVISIIUT — CHEAYIOUIMM  o0pa3oMm:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMmMe INepeJaud MpOCTOro TEKCTa, HMEEeTCs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOD
OecIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4IIe JJOBEPATh TeM, KOO 3Haelllb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4HOH moute auuHyo MHGopmMaruio. Hanpumep, snydrie BeIOpaTh
«MY3BIKATBHBIA _(haraT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3ALMIO0. DTO KOT/Aa TOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiObepu cioxHBIM maponb. s KakAoro Mmo4TOBOrO SIIMKA JOJDKEH OBITh CBOM
HAaJIeXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HamucaTh CaMOMY CBOW JIMYHBIN BOIPOC, UCHONB3YH 3Ty
BO3MOKHOCTB;

6. HMcnonp3ylh HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbI Ui 4acTHON Nepenucku c
ajgpecaraMM, KOTOPBIM Thl JIOBEpsiellb. OJTO DJEKTPOHHBIM aJpec He Halo
MCIOJIb30BaTh MPH PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢aibl U Jpyrue BIOXKEHHUS B MHUCbMax Ja)Xe €ClId OHU MPUIUIU OT
TBOMX Jpy3ei. JIyulie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisl;

8. Ilocne okoH4aHWsi pabOTHI HAa TIOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKIAJKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymmuar — mpecieoBaHue COOOIICHUSMHU, COJACPXKAIIMMHU  OCKOpPOJICHUS,
arpeccuio, 3alyruBaHKe; XYJIUTAHCTBO; COIMAIBHOE OOMKOTUPOBAHHUE C TIOMOIIBIO PA3TMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. Jlyummii crioco0: mOCOBETOBAThCS Kak ceOst BECTH M, €CIIM HET

TOT0, K KOMy MOKHO OOpaTUTbCSA, TO BHayalle YCIOKOUTHCSA. Ecnu Thl HauHelIb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJEHMS, TO TOJBKO €IIe OOJbIIe Pa30i Kellb

KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHHMMAas. CyIIECTBYIOT CIOCOOBI BBISCHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTU XyIUTAHCKHUI 00pa3 BUPTYalIbHOU KU3HU. IHTEpHET PUKCUPYET BCE

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

Cobmroiait cBOi BUPTYaIbHYIO YECTh CMOJIOAY;

6. Wrnopupyidi enuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOUTEIBHBIC COOOMICHUS
myu4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcst Ha Ha4aabHOM CTaJNH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTsIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIEHUN C OIpeIeIeHHbIX
a/1pecoB;

8. Ecmm T1b1 cBumerens kubOepOymiauHra. TBou AelicTBHS: BBICTYNUTH MPOTHB
MpecienoBarTels, IOKa3aTh €My, YTO €ro JIeHCTBHs OLIEHHBAIOTCS HETaTHBHO,
NOJIEP)KaTh KEPTBY, KOTOPOH HYXKHA IICUXOJIOTUYECKas TIOMOIIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpeCCHBHOTO TIOBEACHHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHble CMapT(hOHBI W IUIAHIIETHI COJEpKaT B ceOe BIOJTHE B3POCIBIMA
GyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OnHako, CpeaCTB 3alUThI IS TOAOOHBIX YCTPOMCTB MOKa OYeHbh Majio. TecTUpOBaHHE U MOUCK
YS3BUMOCTEM B HUX IMPOMCXOAUT HE TaK MHTEHCUBHO, Kak misa IIK, To xe camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

CoBpeMeHHbIe MOOHMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a C000i OONBIIYI0 CIOXHOCTh W MEHBIIYIO
3AIUIIEHHOCTb.

Hanexo HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKPBIBAOIINEC KPUTUUYCCKUC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /17151 0€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Hwudero He sBISIETCS TO-HACTOSIEMY OECIUIaTHBIM. Byabh ocTOpoXeH, Beoh Koria
Tebe mpeiaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
TUTaTHBIC YCITYTH;

2. Jlymaii, npexze yem otrpaButh SMS, ¢oto unu Buzneo. Thl TOUHO 3HACIIb, TJI€ OHU

OyayT B KOHEUHOM HTOTe?

Heo6x011Mo 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI 711 MOOMIIBHBIX TeNIe(hOHOB;

w
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5. He 3arpyxaii npuioKeHusI OT HEU3BECTHOT'O UCTOYHUKA, BEIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro xaxk Thl BBIAACIIL C CaiiTa, I'/ie BBOAWI JHUHYIO WH(OPMAIHIO, 3alI1 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOMIIBHOTO TejeOoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl UM HE ToJib3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHHe OHJIElfIH-PII‘pLI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIMUC Pa3BJICUCHUS,
06’Le,Z[I/IH$II-OH_II/IC COTHH TBICAY YCJIOBCK IO BCEMY MHUDY. I/Il"pOKI/I HCCICAYIOT JAHHBIM UM MUp,
06HIaIOTC$I ApYyTr € APYroM, BBIIIOJIHAIOT 3adaHHusd, CpaKar0oTCA ¢ MOHCTpPaMU MU MOJY4YarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: IMOKYIIAIOT AHCK, OIVIAYHMBAKOT a0OHEMEHT WU HpI/IO6pCTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrBa MayT Ha INOAACpKAHWE W PAa3sBUTHE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aMIaTKU IJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst III0X0 WIN CO3JaeT Te0e HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CIIMCKE UTPOKOB;

[Toxamyiicds anMMHHCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEJIEHHE J3TOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAaKHE-TO TOKA3aTelNbCTBA B BUJIE CKPHHOB;

He ykaspiBail muunyto nHpopMaluio B mpodaiine urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcnonp3yi ClI0KHBIE M PA3HBIE I1APOJIH;

Jlaxxe BO BpeMsi UIpbl HE CTOMUT OTKJIIOYaTh aHTUBHpYC. Iloka TeI Wrpaemsb, TBON
KOMIIBIOTEP MOT'YT 3apa3uTh.

N
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Duwiune unu Kpaosica TU4Hblx OQHHbIX

OObI4HOM Kpameﬁ ACHCT U AJOKYMCHTOB CCTOOHA YK€ HHUKOI'O HE yI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKHW  TIEPEMECTUIIUCE B  HUHTCPHET, U
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UIIMHT, TJIaBHAs IENb
KOTOPOTO COCTOMT B TIOJYYECHUH KOH(HUICHIMATBHBIX JaHHBIX TIOJB30BATENIC — JIOTMHOB H
naposieil. Ha anrauiickom si3bike phishing unraercst kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIMTH aJIMHHHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Hcnonp3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoOB 1 MOMCKOBBIX
CHCTEM;

3. Hcnonw3yit ciiokHble U pa3Hble Maponu. Takum oOpa3zoM, eciu TeOsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH 110JIy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO IpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE OOaBJIEHBI y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMAJH U, BOBMOXKHO, OT

TBOETO0 UMEHM OYZET PacchlIaThCsl CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (aiinbl U Apyrue BIOKEHUS B MUChbMax JaXKe €CIU OHHM MPHUIUIA OT
TBOMX JIpy3ei. JIyulie yrouHu y HUX, OTIPABIISIN JIU OHU TeOe 3TU (ailibl.

oo

Lughposas penymayus

[Mudposas penyranus - 3TO HEraTUBHAs WIM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromass mHGOpManuss pa3MelleHHAsT B MHTEPHETE MOXKET CEPbE3HBIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOH xu3HU. «L{udposas penyranus» - 3TO TBOW UMUK, KOTOPBIHA
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBoe MecTo xuTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpocTKH JIETKOMBICIEHHO OTHOCSTCS K MyOIMKalMy JUYHON MH(pOpManuu B
WuTepHere, HE MOHUMAas BO3MOKHBIX MOCIEACTBUI. Thl 1axe HE CMOXKEIb JJOTaJaThcs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3al, cTaja IPUUMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduil u apyrue JeicTBHS MOTYT He
HCYE3HYTh JaXe IIOCJII€ TOro, KaK Thl MX yJdalduilb. [bl HE 3Haellb, KTO COXPaHWI 3Ty
UH(OpPMalIKIO, MoMNaia JU OHA B IMOMCKOBBIE CUCTEMbI M COXpPAaHHWJIACh JIM OHA, a TJIaBHOE: YTO
MOAYMAIOT O TeOe OKpYIXKarollee JIFOAM, KOTOpble HAalAyT W yBUIAT 3T0. HaitTu uHpopmMaimio
MHOIO JIET CIYCTS CMOXeT J00H — Kak U3 J0OphIX MOOYXKIEHHH, Tak U C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALUU:

1. Tlomymaii, mpexae 4eM uYTO-TO MyOJIMKOBaTh W TepeaaBaTh y cebs B Ojore Wiu B
COITMAJILHOM CETH;

2. B Hactpoiikax mpo¢uisi yCTAaHOBU OTPAaHUYEHUS HA IPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETal €ro TOJBKO IS IPY3ei»;

3. He pa3memaii u He yKa3biBail HHPOPMAIUIO, KOTOpPasi MOXKET KOT0-TH00 OCKOPOIISITH
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TIOJIB30BATENH IU(PPOBOTO MPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMHU BO3MOXXHOCTSIMHU ITU(POBOTO MHpa
TpeOyeT coOIt0IeHNsI PaB Ha MHTEIJIEKTYaATbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHAst COOCTBEHHOCTBY» OTHOCHTCS K Pa3jIMYHBIM TBOPEHUSIM
YeIIOBEYEeCKOro yMa, HauWHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOXYKTBI M YCIYTH , W 3aKaH4YWBas KHUTamu, (ororpadusvu, KUHODHIBMAMHU U
MY3BIKAJIbHBIMU IPOU3BEIACHHSIMH.
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ABTOpCKHE MpaBa — 3TO MpaBa HAa MHTEJUIEKTYAIIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JIMTEPATypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPYA aBTOpa HE OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPyZAa, NOJYYHTh U3BECTHOCTh U NMPHU3HAHHE.
HuxkTo 6e3 paspelienus aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABaTh, HMMIIOPTHPOBATH, ITyCKaThb B MPOKAT, MyOJINYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATH B Adupe Wwin pa3Meniath B UnTepHere.

Vcnionb30BaHue «IIUPATCKOr0» MPOrpaMMHOr0 00eCeYeHUsI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JNAaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKHUPOBKHM TBOETO YCTpPOWMCTBA, T
YCTAQHOBJICHHBII He JierajabHas mnporpamma. He crour Takke 3a0bIBaTh, 4YTO CYIIECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBn4ok.p) — TBOHM TJIABHBI COBETYMK B CETH. 3/I€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE€ B KOHKYpcax M CTaThb CaMbIM
U(POBBIM TpakIaHUHOM !
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